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MAIN OVERVIEW

BOT ATTACKS STOPPED

11927

GENERAL SUPPORT

support@wpensure.com

SOFTWARE UPDATES

35

CRITICAL SUPPORT

asap@wpensure.com

RISK MATRIX

Type Critical High Medium Low

Security 1 0 2 1

Performance 0 0 1 0

Quality 1 0 0 0

SEO 1 1 1 0
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VISITORS & TRAFFIC

UNIQUE VISITORS

VISITORS COUNTRIES VISITORS BROWSERS
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SECURITY

DNS THREATS STOPPED

SITE THREATS STOPPED
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THREATS BY COUNTRY

SECURITY RECOMMENDATIONS

Critical
Your website could not be updated to use PHP 8.1. Please contact us for more information.

Medium
Your domain name DNS could be protected better. We recommend Cloudflare to all of our 
customers because it protects against bot activity and has fast resolution. Open a support 
ticket and we'll be happy to fix this for you.

Medium

The site has a login at /wp-admin/ which gives too much information. For example if you try 
'admin'  it says that the user is not registered on the site. Ideally it should block that visitor 
straight away to prevent brute force attacks.

WordPress and a number of plugins are leaking version information (and the fact that they 
exist), in your source code. The versions appear to be up to date, which is great, but 
reducing leakage would secure your site better.
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PERFORMANCE

PAGE SPEED

2.6 s

FIRST PAINT

0.8 s

TIME TO INTERACTIVE

2.0 s

Medium
Your website loading times tested from the EU is a little slow. The main issues slowing 
down the site are two images on the homepage that should be optimized and your 
ready-made theme loads a lot of javascript libraries. Cloudflare caching would help with 
that also.

QUALITY RECOMMENDATIONS

The website has usability issues for mobile users including elements that block the whole 
screen making it unusable for 53% of visitors. This may also affect SEO as Google 
evaluates mobile usability in ranking websites. Contact us for more information and help 
to fix it. 
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WATCH THIS SPACE!

We are improving this section of the report. Stay tuned and lookout for your next report!

SPEED RECOMMENDATIONS

Critical



yourwebsite.com / Audit Report

01.08.2024 - 31.08.2024

SEO

INDEXABLE SITEMAPS

5

PAGES INDEXED

 175

One of your sitemaps news-categories.xml has content that leads to 404 pages. It's 
recommended to check these links and fix the archive pages so it shows relevant 
content or remove the content type from the sitemaps if it should not be showing.

You do not appear to have any frequently updating content such as a blog or news. The 
last update to content was 3 months ago. Search engines like new content and the 
more the better. You might want to consider posting more frequently. If you would like 
help posting more frequently, we have contacts that can help.

WATCH THIS SPACE!

We are improving this section of the report. Stay tuned and lookout for your next report!

SEO RECOMMENDATIONS
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Most of your pages are missing OG tags and descriptions. These are important for 
sharing content on social media especially. You can test certain pages here: https://
www.opengraph.xyz/. Contact us for a full list of content.

High

Medium

Critical
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MAINTENANCE

SOFTWARE UPDATES

35

SITE BACKUPS

31

SECURITY SCANS

81

UPDATE LOGS

UPDATED

PLUGIN
Advanced Custom Fields PRO - 6.3.5 

Yoast SEO - 23.2

Customizer Export/Import - 0.9.7 

WP Mail SMTP - 4.1.1

Yoast SEO - 23.3

Contextual Related Posts - 3.5.4 

Advanced Custom Fields PRO - 6.3.6

THEMES

Divi - 4.27.1
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More Information

Attack Blocking
Blocked attacks mainly come from bots so no need to panic if this number is high (it usually is). Bots attempt

to access your site using different security holes in the server, website, plugins or themes. Using a

combination of the best software, WP-Ensure blocks these attacks and keeps your site healthy.

Brute Attacks
Brute attacks are login attempts usually from bots who are trying to guess your password. Many of these

attempts are blocked straight away after three tries at wrongly guessing the password. The server also

blocks bad bots that keep trying to guess your password, and if the bot tries using a username that doesn't

exist such as 'admin' it will be locked out for hours. Brute attacks are why a good username and password is

important so they can't be guessed easily.

Security Scanning
WP-Ensure scans your site twice daily (and sometimes more) with two different types of scans. One scan is

internally installed on your site and checks that your plugin/theme files have not been tampered with. The

other scan is from an outside scanning service checking for malware from a visitor perspective. This alerts

us to any problems with your site quickly and stops malware from spreading out of control. If your site is

hosted with us, you also benefit from additional malware scans done on the server. Those scans numbers

are not included in this report.

Site Backups
We remote backup your website at least once a day. Your web host (whether with us, or elsewhere) will also

take backups of your account. For critical websites and e-commerce our Large plan offers hourly backups.

Prevention is better than cure, backups are rarely required with our service, but it's important to have them

when all else fails!

Software Updates
Security holes appear in themes and plugins all the time and occasionally the WordPress core itself. It's

important to keep your site updated so that these security holes can't be used by bots or other people

trying to gain access or damage your website. WP-Ensure keeps your site updated and gives theme and

plugin recommendations when old plugins/themes are no longer safe.
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